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CYBER SECURITY BULLETIN 

 
 

Cyber Security Bulletin Number: 004 
 
Type of Cyber Threat: DDoS (Distributed Denial of Service) 
 
DDoS: Saturating the target machine, until it can no longer cope with the scale of data 
request. 
 
Description:  
 

DDOS is a type of DOS attack where multiple compromised systems which are 
usually infected with a Trojan are used to target a single system causing a Denial of 
Service (DoS) attack. Victims of a DDoS attack consist of both the end targeted system 
and all systems maliciously used and controlled by the hacker in the distributed attack. 
According to this report in a DDoS attack, the incoming traffic flooding the victim 
originates from many different sources potentially hundreds of thousands or more. This 
effectively makes it impossible to stop the attack simply by blocking a single IP address; 
plus, it is very difficult to distinguish legitimate user traffic from attack traffic when 
spread across so many points of origin. 
 
Analysis:  
 

DDoS is a popular attack methodology for a variety of reasons. Firstly, it is not 
difficult or at least the difficult part has usually been done by someone else. It is not 
‘hacking’ it doesn’t require high technical skills. It is usually undertaken via a botnet. 
This could be a criminal botnet hired for the attacks; or it could be a collective of like-
minded people (as used by Anonymous) operating as a willing botnet. In all cases the 
intent is to consume the target’s resources, whether that’s bandwidth to reach the target 
or the CPU resources of the target. Once those resources have been consumed, the 
target becomes unavailable to legitimate users and denial of service is achieved. 

 
Simple attacks such as SYN floods may appear with a wide range of source IP 

addresses, giving the appearance of a well distributed DoS. These flood attacks do not 
require completion of the TCP three way handshake and attempt to exhaust the 
destination SYN queue or the server bandwidth. Because the source IP addresses can 
be trivially spoofed, an attack could come from a limited set of sources, or may even 
originate from a single host. Stack enhancements such as syn cookies may be effective 
mitigation against SYN queue flooding, however complete bandwidth exhaustion may 
require involvement. 

 
 
Suggested Actions: 
 

a) The first step in a good defense is to conduct an enterprise risk 
assessment. This allows you to assess the probability of a DDoS attack and identify 
your most likely targets. It also helps determine the impact of an attack and estimate the 
potential loss to your organization (downtime, connectivity, communications and other 
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factors.) You can also better ensure that you invest in the right IT security and risk-
reduction activities. 

 
b) It is important to know all resources and equipment on your network, along 

with the strengths and weaknesses of each component. Periodically test and document 
the protection capabilities of the equipment and the network as a whole. This will give 
you a better understanding of what kind of attacks you can withstand (such as a small 
attack originating from a single IP address), and if you need to outsource to protect 
against more complex attacks. 

 

c) To mitigate the most complex attacks, you need costly equipment. A 
managed service offers it, when and if you need it. 

 

d) Implement an IP blacklist. Become familiar with trusted security related 
websites that have lists of IP addresses known for delivering malicious traffic. These IP 
addresses, or ranges, can be added to an IP blacklist so their traffic will never reach 
your infrastructure. 
 

 
 
Note: Having a Network Security Appliance (UTMs and Next Generation Firewalls) 
offers enterprise class security and high flexibility with protection against blended 
threats, malware, Trojans, DoS, DDoS, IP spoofing attacks, spam, intrusions and data 
leakage. 
 
 
 
 
 
Reference: http://www.ddosattacks.biz/protection/best-practices-for-ddos-protection/ 
  
       http://www.webopedia.com/TERM/D/DDoS_attack.html  
 

    http://www.sophos.com/en-us/threat-center/threat-analyses/threatsaurus/a-to-z-of-     
threats/d/denial-of-service-attack.aspx 
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