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What are Botnets 
  

The word bot used for a compromised computer is actually an abbreviation of 
the word Robot and a network of such computers, the numbers of which may run into 
millions, is called botnet. Botnets, thus are networks of compromised computers that 
can be remotely controlled by an attacker and are the most common attack platforms 
today. 

 
These bots are created through malicious software programs, installed on 

unsuspecting computers of individuals and businesses. The malicious programs, also 
commonly known as rootkits, control these computers and are installed using other 
carrier software programs, such as viruses, worms, trojans and spams. Rootkitsoften 
modify parts of the operating system while installing themselves as drivers. The 
software is then controlled by a command center called a "bot herder." This individual or 
individuals originate the bots and control them remotely. 

 
The purpose of botnets is to provide a launching pad for either spam attacks or 

virus outbreaks. Apart from this, the information stored in the computer is also 
compromised by the botnet while concealing the true identity of the attacker. While 
doing so, a large number of users come in the attack domain given the vastness and 
automation of the bot network. 
 
The Botnet Threats 
 
 According to recent findings, top botnets are capable of sending more than 100 
billion spam per day. Also, over the years, botnet capability has increased substantially 
to the point of blurring the lines between traditional categories of malware. In fact, 
Botnets can be compared to an army engaged in an attack on the network while 
Internet threats like viruses, worms, Trojans, Spam etc., are mere ammunition fired by 
the botnet army. 
 
 Talking about botnets, so far the Storm worm is widely known as the world’s 
most, dangerous botnet. However, security experts say there is another called Nugache 
that could far exceed its capabilities in causing security breaches. Nugache was first 
sighted about two years ago as a worm designed to work with chat protocols. Hackers 
allegedly belonging to the notorious Russian Business Network online criminal mob, 
gave Nugache a facelift, copying many of the successful attributes of Storm, such as 
encryption, a rootkit and the ability to spread as web-borne malware. Nugache is now 
also peer-to-peer controlled. This puts it under a more decentralized command-and-
control structure that makes it difficult to take down the botnet it can construct once it 
infects desktop machines. Government, business and consumers need to be aware that 
Nugache could attempt to compromise their desktop machines in various ways, 
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particularly through Web-based drive-by downloads. One way it has been seen 
spreading is through URLs embedded by attackers in blogs. 
 
Methods Used by Botnets to Steal Information or Cause Damage 
 
DDOS - Often botnets are used for Distributed Denial-of-Service –DDOS attacks. A 
DDoS attack is an attack on a computer system or network that causes a loss of service 
to users. Typically, it is due to the loss of network connectivity and services by 
consuming the bandwidth of the victim’s network or overloading the computational 
resources of the system. 

 
Spamming - Bots often are used for activities like spamming. With the help of a botnet 
and thousands of bots, an attacker is able to send massive amounts of bulk email, that 
is spam. Some bots also implement a special function to harvest email-addresses. 
 
Phishing - In addition, bots can be used to send phishing mails. Since phishing with the 
use of social engineering tricks can be used to deceive users into divulging sensitive 
personal information such as usernames, passwords, account IDs, ATM PINs, credit 
card details, botnets with their extensive network cause immense damage to users 
through misuse of their information asset. 
 
Sniffing Traffic - Bots can also use a packet sniffer used to retrieve sensitive 
information like usernames and passwords. But the sniffed data can also contain other 
interesting information. If a machine is compromised more than once and is also a 
member of more than one botnet, the packet sniffing allows gathering the key 
information of the other botnet. Thus it is possible to "steal" another botnet. 
 
Keylogging - Most bots with the help of a keylogger, easily retrieves sensitive 
information. For example, if one is using the Internet for financial transactions, it can 
steal the password and account number used online. And to think that this keylogger 
runs on thousands of compromised machines. One can imagine how quickly such 
accounts can be harvested. 
 
Conduits to new Malware - In most cases, botnets are used to spread new bots. This 
is very easy since all bots implement mechanisms to download and execute a file via 
HTTP or FTP. In fact, it is very easy to spread an email virus using a botnet. A botnet 
with 10,000 hosts, which acts as the start base for the mail virus allows very fast 
spreading and thus causes more harm. 
 
Mass Identity Theft - Fake emails ("phishing mails") that pretend to be legitimate (such 
as fake payment gateway or banking emails) ask their targeted users to go online and 
submit their private information. These fake emails are generated and sent by bots via 
their spamming mechanism. These same bots can also host multiple fake websites 
pretending to be genuine banking or financial websites, and harvest personal 
information. Just as quickly as one of these fake sites is shut down, another one can 
pop up. 
 
 
 
 



Army Vision: By 2028, a world-class Army that is a source of national pride 
 

  Army Core Purpose: Serving the people, securing the land 

 
 
Why User Education/Awareness is Important 
 
The rise of botnets is directly proportionate to the users becoming both victims and 
participants due to the poor understanding of network and computer security. User 
awareness and precautionary measures is the key to comprehensive security as the 
user is the final layer in defending the network. According to industry sources, findings 
suggest that SMTP email is responsible for the propagation of almost 75% of all 
malware, which means people are still clicking on software they get in emails and the 
spammers are well aware of this. 
 
Precautions and Measures to Users against Botnets 
 

 Update: Update your computer’s operating system and Internet applications as 
this will close many of the vulnerabilities used by botnets to infect a computer. 
Modern up-to-date virus scanners will come handy in detecting botnet agents 
running on the computer. 

 

 Use caution against attachments: Desist from opening attachments or web 
links in e-mail or instant messages, even if the sender's name is familiar unless 
you are expecting it or know what it contains. 
 

 Be alert if connection is unusually slow: Botnets generate a lot of traffic 
slowing down the networkand Internet connection. Investigate the computer if a 
large amount of network activity is noticed during idle times. If the Internet 
connection appears slow, but a lot of data is being transferred, the computer is 
probably being used in an attack. 
 

 Enable Firewalls: Firewalls are effective in controlling access to the botnet 
control servers, but require some effort to configure correctly. It's especially 
important to run a firewall if you have a broadband connection. Most common 
operating system software comes with a built-in firewall do not disable it. 
 

 Disconnect from the Internet when not using it: Leaving your Internet 
connection on and unprotected is just like leaving your front door wide open. 
Hackers just can't get into your computer when it's disconnected from the 
Internet. 

 

 Inspect your "sent items" file or "outgoing" mailbox: If you find unknown 
messages in your out box, it’s a sign that your computer may be infected with 
spyware, and may be part of a botnet. 




