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1. References: 

a. Command Guidance 
b. Cybersecurity Awareness 
c. VAPT and PANET Monitoring Result 

2. As per above references, fo/Warded is the Cyber Security Bulletin number 
032 with topic regarding Understanding Sluetooth Technology 

3. ITR, all concerned G6/Signal Officers/Information System Officer/NCOs are 
reminded to include this information as part of TI & E on all of its subordinate units as part 
of enhancing the Cyber Security Awareness of the Philippine Army. 

4. For information and widest dissemination. 
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CYBER SECURITY BULLETIN 

Cyber Security Bulletin: #032 

UNDERSTANDING BLUETOOTH TECHNOLOGY 

What is Bluetooth? 

Bluetooth is a technology that allows devices to communicate with each 
other without cables' or wires. It is an electronics "standard," which means that 
manufacturers that want to include this feature have to incorporate speCific requirements 
into their electronic devices. These specifications ensure that the devices can recognize 
and interact with other devices that use the Bluetooth technology, 

Many popular manufacturers are making devices that use Bluetooth 
technology. These devices include mobile phones, computers, and personal digital 
assistants (PDAs). The Bluetooth technology relies on short-range radio frequency, and 
any device that incorporates the technology can communicate as long as it is within the 
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required distance. The technology is often used to allow two different types of devices to 
communicate with each other. For example, you may be able to operate your computer 
with a wireless keyboard, use a wireless headset to talk on your mobile phone, or add an 
appointment to your friend's PDA calendar from your own PDA 

What are some security concerns? 

Depending upon how it is configured, Bluetooth technology can be fairly 
secure. You can take advantage of its use of key authentication and encryption. 
Unfortunately, many Bluetooth devices rely on short numeric PIN numbers instead of 
more secure passwords or passphrases. 

If someone can "discover" your Bluetooth device, he or she may be able to 
send you unsolicited messages or abuse your Bluetooth service, which could cause you 
to be charged extra fees. Worse, an attacker may be able to find a way to access or 
corrupt your data. One example of this type of activity is "bluesnarfing", which refers to 
attackers using a Bluetooth connection to steal information off of your Bluetooth device. 

Also, viruses or other malicious code can take advantage of Bluetooth 
technology to infect other devices. If you are infected, your data may be corrupted, 
compromised, stolen, or lost. You should also be aware of attempts to convince you to 
send information to someone you do not trust over a Bluetooth connection. 

How can you protect yourself? 

• 	 Disable Bluetooth when you are not using it - Unless you are actively 
transferring information from one device to another, disable the technology to 
prevent unauthorized people from accessing it. 

• 	 Use Bluetooth in "hidden" mode - When you do have Bluetooth enabled, make 
sure it is "hidden," not "discoverable." The hidden mode prevents other Bluetooth 
devices from recognizing your device. This does not prevent you from using your 
Bluetooth devices together. You can "pair" devices so that they can find each other 
even if they are in hidden mode. Although the devices (for example, a mobile phone 
and a headset) will need to be in discoverable mode to initially locate each other, 
once they are "paired" they will always recognize each other without needing to 
rediscover the connection. 
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• 	 Be careful where you use Bluetooth - Be aware of your environment when 
pairing devices or operating in discoverable mode. For example, if you are in a 
public wireless "hotspot," there is a greater risk that someone else may be able to 
intercept the connection than if you are in your home or your car. 

• 	 Evaluate your security settings - Most devices offer a variety of features that you 
can tailor to meet your needs and requirements. However, enabling certain 
features may leave you more vlJlnerable to being attacked, so disable any 
unnecessary features or Bluetooth connections. Examine your settings, particularly 
the security settings, and select options that meet your needs without putting you 
at increased risk. Make sure that all of your Bluetooth connections are configured 
to require a secure connection. 

• 	 Take advantage of security options - Learn what security options your Bluetooth 
device offers, and take advantage of features like authentication and encryption. 

Reference: 

This article was cross-posted from https:llwww.us-cert.gov/ncas/tips/ST05-015. 
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