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TO: All Unit Commanders 
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ORIGINATOR:INTERNAL: All G-Staff, Personal, Special & 
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INFO: 	 CSAFP 
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1. References: 

a. Command Guidance 
b. Cybersecurity Awareness 
c. VAPT and PANET Monitoring Result 

2. As per above references, forwarded is the Cybersecurity Bulletin number 
038 with topic regarding Is it "Cybersecurity", one word, or "Cyber Security, two 
words? 

3. ITR, all concerned G6/Signal Officersllnformation System Officer/NCOs are 
reminded to include this information as part of TI & E on all of its subordinate units as part 
of enhancing the Cybersecurity Awareness of the Philippine Army. 

4. For information and widest dissemination. 

DRAFTER'S NAME AND TITLE PHONE NR: 

6630 
Chief, CM~, OG6, PA
6~~OS('~F) PA 

RELEA$ER'S NAME AND TITLE 

f~\ r ~ \..J..-./\..".; 
COL V· R ODILON D MARIANO GSC (SC)PA 
AC OF S OR CEIS, G6, PA 
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CYBER SECURITY BULLETIN 

Cyber Security Bulletin: #38 

Is it "Cybersecurity", one word, or "Cyber Security", two words? 

CYBERSECURITY 
ALLIANCE 

-,,. . r,..; 
.;,,;-. 

National Cyber Security 

Awareness Month 


OUR SHARED RESPONSIBILITY 


"Gybersecurity" and "cyber security" are getting more and more mixed 
usage lately, so much that they are becoming almost as ambiguous as the term "cloud" 
was a few years back, The challenge information security executives and professionals 
are faced with is knowing-as the title implies-when and why the term should be used and 
how it should be presented, as a single word or two, While there isn't any recognized 
authority on the subject per se, there are at least some credible sources providing 
guidance that can help those of us in the industry to decide on "when, why and how" to 
use the term, 
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To tackle the when and why-

Gartner (@Gartner Inc) acknowledged that there is confusion in the market 
over how the term should be used, prompting the firm to publish "Definition: 
Cybersecurity" (note, Gartner uses the single-word form). In it, analysts Andrew Walls, 
Earl Perkins and Juergen Weiss wrote that "Use of the term 'cybersecurity' as a synonym 
for information security or IT security confuses customers and security practitioners, and 
obscures critical differences between these disciplines." To help set the record straight, 
the team defined the term: 

"Cybersecurity encompasses a broad range of practices, tools and concepts 
related closely to those of information and operational technology security. Cybersecurity 
is distinctive in its inclusion of the offensive use of information technology to attack 
adversaries. " 

Additionally, Gartner advised 

"Secun"ty leaders should use the term "cybersecurity" to designate only security 
practices related to the combination ofoffensive and defensive actions involving or relying 
upon information technology and/or operational technology environments and systems." 

This is one definition and recommendation, but certainly not the only one in circulation. 

There are some vendors who use the term, even though they are not providing 
- or at least not promoting that they provide - technologies designed to "attack 
adversaries," as Gartner suggests is a critical component. It seems that mostly the prefix 
"cyber"-as analyst and writer Richard Stiennon (@stltmnon) pointed out recently on a 
Facebook post-is being used in and around the Beltway and that only a few vendors in 
other parts of the country have started to adopt it. This could be due to the fact that it is 
yet to be fully defined and because no one, especially anyone in marketing and PR, ever 
wants to wind up with egg on their face due to an incorrect use of terms. 

In addition to the guidance Gartner has provided, there are other definitions of 
the term, which could explain its growing usage. 

At least one online dictionary defines it as: 

"Measures taken to protect a computer or computer system (as on the Internet) 
against unauthorized access or attack." 

In the TechTarget "What is" section, there is no mention of "offense" or adversary 
attack: 

"Cybersecurity is the body of technologies, processes and practices designed to 
protect networks, computers, programs and data from attack, damage or unauthorized 
access. In a computing context, the term security implies cybersecurity. " 
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Techopedia defines it as well, again, there is no mention of offensive or attack capabilities: 

"Cybersecurity refers to preventative methods to protect information from being 
stolen, compromised or attacked in some other way. It requires an understanding of 
potential information threats, such as viruses and other malicious code. Cybersecurity 
strategies include identity management, risk management and incident management." 

For now, it appears as if the jury is out on when and how to use the term but there 
is at least some direction from one of the analyst groups out there that has a lot of 
interaction with enterprise clients as well as some other guidance as pointed out. 

Onto the how- is it "Cybersecurity," one word, or "Cyber Security," two words? 

Grammarians may argue, but the Associated Press C~E;;ti~§r;:iQQ~), which for all 
intents and purposes still holds the throne when it comes to news copy style, says it is 
one word -Cybersecurity: 

"cyber-, cyberspace Cyberspace is a term popularized by William Gibson in the 
novel "Neuromancer' to refer to the digital world of computer networks. It has spawned 
numerous words with cyber- prefixes, but try to avoid most of these coinages. When the 
combining form is used, follow the general rule for prefixes and do not use a hyphen: 
cyberattack, cyberbullying, cybercafe, cybersecurity." 

There are some exceptions to the prefix rule, specifically around proper nouns, such 
as 'US Cyber Command.' But for the most part, if you are sticking with the leader when it 
comes to defining news style, you will want to stick with the single word use. 

Regardless of which style you prefer, it is always best to pick one and stick 
with it. Note that all of the other definition examples, including the dictionary, use 
the single-word form. 

Reference: 
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