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data than other individuals, but he doesn't automatically need full access to the 
system. This brings us to the next point. 

3. Assign Minimum Privileges 

An individual should be assigned the minimum privileges needed to carry out his 
or her responsibilities. If a person's responsibilities change, so will the privileges. 
Assigning minimum privileges reduces the chances that a personnel from design 
will walk out the door with all the marketing data. 

4, Use Independent Defenses 

This is a military principle as much as an IT security one. Using one really good 
defense, such as authentication protocols, is only good until someone breaches it. 
When several independent defenses are employed, an attacker must use several 
different strategies to get through them. IntroduCing this type of complexity doesn't 
provide 100 percent protection against attacks, but it does reduce the chances of 
a successful attack. 

5. Plan for Failure 

Planning for failure will help minimize its actual consequences should it occur. 
Having backup systems in place beforehand allows the IT department to 
constantly monitor security measures and react quickly to a breach. If the breach 
is not serious, the business or organization can keep operating on backup while 
the problem is addressed. IT security is as much about limiting the damage from 
breaches as it it; about preventing them. 

6, Record, Record, Record 

Ideally, a security system will never be breached, but when a security breach does 
take place, the event should be recorded. In fact, IT staff often record as much as 
they can, even when a breach isn't happening. Sometimes the causes of breaches 
aren't apparent after the fact, so it's important to have data to track backwards. 
Data from breaches will eventually help to improve the system and prevent future 
attacks, 

7. Run Frequent Tests 

Hackers are constantly improving their craft, which means information security 
must evolve to keep up. IT professionals run tests, conduct risk assessments, 
reread the disaster recovery plan, check the business continuity plan in case of 
attack, and then do it all over again. 

Army Core Purpose: Serving the people. Securing the land. 




